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(54) Capability negotiation in a telecommunication network 



(57) A protocol and method for establishing wireless 
data sessions between wireless clients, each of which 
support multiple wireless protocols is presented. A com- 
monly supported wireless protocol is utilized to share 
the wireless protocols supported by the clients' circuitry. 
A wireless data session is then established based on 
the common capabilities of the wireless clients. Where 



multiple common protocols are supported, user prefer- 
ences are utilized to determine which of the commonly 
supported protocols will be utilized for the wireless data 
session. Once a data session is established, the control 
channel may be idled periodically to conserve power. 
Alternatively, the protocol utilized in the wireless data 
session may be used to transmit control messages us- 
ing the protocol of the present invention. 
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Description 

FIELD OF THE INVENTION 

[0001] This invention relates generally to wireless 
communication protocols and, more particularly, to pro- 
tocols and methods that enable discovery of wireless 
capabilities of clients and that configure the wireless cli- 
ents to communicate via a common wireless protocol. 

BACKGROUND OF THE INVENTION 

[0002] With the development and deployment of wire- 
less networking devices and infrastructures, consumers 
and businesses are increasingly being able to realize 
the benefits of true mobile computing, collaboration, and 
information exchange. No longer are business travelers 
required to carry an assortment of cables and search 
endlessly for an available data port simply to connect to 
a network to retrieve email messages, download files, 
or exchange information. No longer are companies and 
home consumers restrained in where they may access 
their networks by the location of the Ethernet jacks on 
the wall. Meeting participants and groups of friends may 
now form their own ad hoc networks without connecting 
cables between themselves or logging in to some pre- 
existing network. 

[0003] However, while the concept of mobile comput- 
ing on wireless networks is well accepted, the imple- 
mentation of this concept has taken on many forms. 
That is, there now exists several different wireless pro- 
tocol standards that are competing in the marketplace. 
These standards include 802.11b (also know as Wi-Fi 
for wireless fidelity), 802.11a (also know as Wi-Fi5), 
802.11g, HomeRF, Bluetooth, Wireless 1394, 
HiperLAN2, UWB, ZigBee, etc. Each of these different 
standards have particular advantages and were and are 
being developed with particular applications and users 
in mind. Unfortunately, these standards are not compat- 
ible with one another and do not allow interoperability of 
wireless devices implementing these different stand- 
ards. 

[0004] Of these standards, 802.11b, 802.11g, 
HomeRF, Bluetooth, and Zigbee operate over the 2.4 
GHz unlicensed band. The IEEE 802.1 1b standard (Wi- 
Fi) provides wireless transmission of up to 11 Mbps of 
data at distances ranging up to 300 feet indoors to well 
over 1000 feet line-of-sight outdoors. The distance de- 
pends on impediments, materials, and line of sight 
802.11b is an extension of Ethernet to wireless commu- 
nication. The standard is backward compatible to earlier 
specifications, known as 802.11, allowing speeds of 1, 
2, 5.5 and 11 Mbps on the same transmitters. The 
802.11g standard is being developed as a high rate Wi- 
Fi standard, allowing data rates above 22 Mbps. The 
standard requires orthogonal frequency division multi- 
plexing (OFDM), which allows for data rates up to 54 
Mbps. The standard also allows for the use of packet 



binary convolutional code (PBGC), which provides data 
rates up to 22 Mbps (later version up to 33 Mbps), and 
complementary code keying-orthogonal frequency divi- 
sion multiplexing (CCK-OFDM), which provides data 

5 rates up to 33+ Mbps. 

[0005] HomeRF initially provided data rates of only 2 
Mbps, but have now been able to increase up to 10 Mb- 
ps with release of version 2.0 of its specification. The 
primary advantage of HomeRF is the integration of voice 

io and data into its baseline data transmission. As such, 
HomeRF hubs allow the use of cordless phone hand- 
sets as well as computers for transmitting data. Blue- 
tooth also utilizes the 2.4 GHz band and is a low-band- 
width, short-range (approximately 30 feet), low-power 
synchronization and data transfer protocol, not meant 
for true full-blown networking. This allows small devices 
such as personal digital assistance (PDAs), laptops, cell 
phones, etc. to exchange information without a full TCP/ 
IP stack. 

20 [0006] Two of the wireless standards introduced 
above operate over the 5 GHz band. These include 
802.11a and the European HiperLAN2 standards. The 
IEEE 802.11a standard (Wi-Fi5) provides wireless 
transmission of up to 54 Mbps of data. While the Wi-Fi5 

25 data rates are higher due to the higher frequency and 
greater bandwidth allotment, because the same power 
limits apply, Wi-Fi5 range is limited to only a few dozen 
feet Hiperlan2 is being developed for deployment in Eu- 
rope and utilizes similar technologies as 802.11a. In- 

30 deed, the physical layers (PHYs) are almost identical. 
The main differences are at the media access control 
(MAC) layer. The 802. 1 1 a's MAC provides 'wireless Eth- 
ernet' functionality and was extended to this band from 
the 802.11 b's specification. In contrast, HiperLAN2 sup- 

35 ports time critical services as well as asynchronous da- 
ta. HiperLAN2 is compatible with various networks and 
includes transmit power control and dynamic frequency 
selection, which should provide greater spectrum effi- 
ciency and lower interference with other systems oper- 

40 ating on 5GHz. 

[0007] Because of the existence of these multiple 
standards and the deployment of various devices that 
implement them, the manufactures of the radio chips 
have started supporting multiple standards on a single 

45 chip. In this way, they can keep their manufacturing 
costs down and increase their market share by supply- 
ing their chips to device manufactures regardless of the 
particular standard that that device supports. Indeed, 
this multiple standard support on the chips has now en- 

50 abled the device manufactures to provide devices that 
can communicate via these different standards. 
[0008] However, while the ability to support multiple 
standards on wireless devices is clear, the selection 
mechanism is not. That is, while the device may include 

55 a chip that enables communication via one of multiple 
standards, the users are still required to select which 
standard to use in a particular computing situation. The 
user must know the standard utilized by the network or 
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other wireless device to which the user wishes to con- 
nect and must select that standard for operation. The 
multiple standard support provided by Atheros Commu- 
nications, Inc. in their Atheros Combo Chipset includes 
SmartSelect™ technology which claims to transparently 
connect to 802.11a, 802.11b, or 802.11 g networks. The 
chip purportedly automatically chooses the optimal RF 
technology (a/b/g), rate adaptation and error correction 
methods, power reduction and internationalization fea- 
tures, and security protocol for a wireless network, and 
dynamically adapts to changing conditions as the user 
roams within that network. 

[0009] Unfortunately, the user may specify other pref- 
erences for selection of a wireless standard when many 
standards are available for use. These preferences may 
override the chip's determination of what is optimal from 
a signal strength standpoint. Further, while the chip may 
vary its operating parameters as conditions change (e. 
g. increase power utilization, decrease or increase data 
rate, etc.), there is no mechanism that allows seamless 
transfer to another wireless standard. There exists a 
need, therefore, for a system and method that will dis- 
cover the wireless capabilities of other wireless peers 
and access points (APs) and that will configure the wire- 
less peers and APs to communicate using a compatible 
wireless protocol based on user preferences. Further, 
there is a need for a system and method that will allow 
transfer to different wireless standards based on net- 
work conditions, type of data to be transferred, user pref- 
erences, etc. 

BRIEF SUMMARY OF THE INVENTION 

[0010] In view of the above, it is an objective of the 
present invention to provide a new and improved wire- 
less discovery and configuration protocol. More partic- 
ularly, it is an objective of the present invention to pro- 
vide a new and improved wireless discovery and con- 
figuration protocol that will enable wireless clients that 
can communicate via various wireless protocols to dis- 
cover each other and negotiate a desirable, common 
protocol for use between them. When there are multiple 
common protocols supported by each device, user pref- 
erences may be used to select the desired protocol. 
[0011] In accordance with one embodiment of the 
present invention, two wireless devices utilize a com- 
mon, baseline wireless protocol to establish a control 
channel between them. Once this control channel has 
been established, each of the wireless devices trans- 
mits its wireless capabilities to the other. These wireless 
capabilities include, for example, the various wireless 
protocols supported by the device, as well as informa- 
tion such as whether the device supports packet tag- 
ging, etc. Each of the devices then compares its capa- 
bilities with those of the wireless device with whom it 
wishes to communicate to determine the common wire- 
less capabilities between them. These common capa- 
bilities are then used to configure the wireless devices 



for use in a wireless data session. 
[0012] Where the comparison reveals that there are 
multiple commonly supported protocols, user preferenc- 
es are then utilized to determine which of the common 

5 protocols should be used. However, recognizing that the 
preferences of one wireless device may not be accept- 
able to the wireless device to which it would like to com- 
municate, the present invention includes protocol pref- 
erence negotiation between the two wireless devices to 

10 select an acceptable wireless protocol for use between 
them. 

[001 3] Once a particular wireless protocol is selected 
for the wireless data session, changes in system param- 
eters may necessitate a change in the wireless protocol 

15 utilized. Such change may be effectuated by transmit- 
ting a control message via the control channel to the oth- 
er wireless device requesting the change in wireless 
protocol. In an alternate embodiment, a control mes- 
sage is configured and transmitted using the wireless 

20 protocol being used for the wireless data session to re- 
quest the change to an alternate wireless protocol. 
[0014] In an embodiment of the present invention 
where a wireless protocol different than that utilized in 
the establishment of the control channel is used for the 

25 wireless data session, the system of the present inven- 
tion idles the communications circuitry associated with 
that control channel protocol to conserve energy in the 
wireless device. The system then periodically activates 
this circuitry to allow for the passing of any additional 

30 control messages on this control channel. The period 
between activation cycles may be varied based on a 
number of factors including signal fidelity of the wireless 
protocol utilized in the data session. 
[0015] A wireless device constructed in accordance 

35 with the teachings of the present invention includes a 
network interface card that has the communications cir- 
cuitry necessary to communicate a wireless protocol. In 
one embodiment of the invention this network interface 
supports communication via multiple wireless protocols. 

40 The wireless device also includes a wireless capabilities 
manager that configures the network interface circuitry 
in accordance with an appropriate wireless protocol. 
This manager determines the appropriate wireless pro- 
tocol utilizing the methods discussed above. 

45 [0016] Additional features and advantages of the in- 
vention will be made apparent from the following de- 
tailed description of illustrative embodiments which pro- 
ceeds with reference to the accompanying figures. 

50 BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] While the appended claims set forth the fea- 
tures of the present invention with particularity, the in- 
vention, together with its objects and advantages, may 
55 be best understood from the following detailed descrip- 
tion taken in conjunction with the accompanying draw- 
ings of which: 
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Figure 1 is a block diagram generally illustrating an 
exemplary computer system on which the present 
invention resides; 

Figure 2 is a simplified block diagram illustrating an 
exemplary computer system configured to commu- 
nicate wirelessly with distributed and ad hoc net- 
works in accordance with one embodiment of the 
present invention; 

Figure 3 is a simplified communication flow diagram 
illustrating capability negotiation and establishment 
of a wireless communication session in accordance 
with an embodiment of the present invention; 
Figure 4 is a simplified wireless configuration con- 
trol protocol flow diagram of an embodiment of the 
present invention; 

Figure 5 is an simplified wireless configuration con- 
trol protocol flow diagram of an alternate embodi- 
ment of the present invention 
Figure 6 is a simplified packet structure of a wireless 
data packet constructed in accordance with the 
teachings of the present invention; and 
Figure 7 illustrates an activation/idle control chan- 
nel cycle in accordance with an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[001 8] Turning to the drawings, wherein like reference 
numerals refer to like elements, the invention is illustrat- 
ed as being implemented in a suitable computing envi- 
ronment Although not required, the invention will be de- 
scribed in the general context of computer-executable 
instructions, such as program modules, being executed 
by a personal computer. Generally, program modules 
include routines, programs, objects, components, data 
structures, etc. that perform particular tasks or imple- 
ment particular abstract data types. Moreover, those 
skilled in the art will appreciate that the invention may 
be practiced with other computer system configurations, 
including hand-held devices such as PDAs and phones, 
multi-processor systems, microprocessor based or pro- 
grammable consumer electronics, network PCs, mini- 
computers, mainframe computers, and the like. The in- 
vention may also be practiced in distributed computing 
environments where tasks are performed by remote 
processing devices that are linked through a communi- 
cations network. In a distributed computing environ- 
ment, program modules may be located in both local 
and remote memory storage devices. 
[0019] Figure 1 illustrates an example of a suitable 
computing system environment 1 00 on which the inven- 
tion may be implemented. The computing system envi- 
ronment 1 00 is only one example of a suitable comput- 
ing environment and is not intended to suggest any lim- 
itation as to the scope of use or functionality of the in- 
vention. Neither should the computing environment 1 00 
be interpreted as having any dependency or require- 
ment relating to any one or combination of components 



illustrated in the exemplary operating environment 100. 
[0020] The invention is operational with numerous 
other general purpose or special purpose computing 
system environments or configurations. Examples of 

5 well known computing systems, environments, and/or 
configurations that may be suitable for use with the in- 
vention include, but are not limited to, personal comput- 
ers, server computers, hand-held or laptop devices, 
multiprocessor systems, microprocessor-based sys- 

10 terns, set top boxes, programmable consumer electron- 
ics, network PCs, minicomputers, mainframe comput- 
ers, industrial devices, distributed computing environ- 
ments that include any of the above systems or devices, 
and the like. 

15 [0021 ] The invention may be described in the general 
context of computer-executable instructions, such as 
program modules, being executed by a computer. Gen- 
erally, program modules include routines, programs, ob- 
jects, components, data structures, etc. that perform 

20 particular tasks or implement particular abstract data 
types. The invention may also be practiced in distributed 
computing environments where tasks are performed by 
remote processing devices that are linked through a 
communications network. In a distributed computing en- 

25 vironment, program modules may be located in both lo- 
cal and remote computer storage media including mem- 
ory storage devices. 

[0022] With reference to Figure 1 , an exemplary sys- 
tem for implementing the invention includes a general 

30 purpose computing device in the form of a computer 
110. Components of computer 110 may include, but are 
not limited to, a processing unit 120, a system memory 
1 30, and a system bus 1 21 that couples various system 
components including the system memory to the 

35 processing unit 120. The system bus 121 may be any 
of several types of bus structures including a memory 
bus or memory controller, a peripheral bus, and a local 
bus using any of a variety of bus architectures. By way 
of example, and not limitation, such architectures in- 

40 dude Industry Standard Architecture (ISA) bus, Micro 
Channel Architecture (MCA) bus, Enhanced ISA (EISA) 
bus, Video Electronics Standards Associate (VESA) lo- 
cal bus, and Peripheral Component Interconnect (PCI) 
bus also known as Mezzanine bus. 

45 [0023] Computer 110 typically includes a variety of 
computer readable media. Computer readable media 
can be any available media that can be accessed by 
computer 110 and includes both volatile and nonvolatile 
media, removable and non-removable media. By way 

so of example, and not limitation, computer readable media 
may comprise computer storage media and communi- 
cation media. Computer storage media includes both 
volatile and nonvolatile, removable and non-removable 
media implemented in any method or technology for 

55 storage of information such as computer readable in- 
structions, data structures, program modules or other 
data. Computer storage media includes, but is not lim- 
ited to, RAM, ROM, EEPROM, flash memory or other 
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memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical disk storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic 
storage devices, or any other medium which can be 
used to store the desired information and which can be 5 
accessed by computer 110. Communication media typ- 
ically embodies computer readable instructions, data 
structures, program modules or other data in a modu- 
lated data signal such as a carrier wave or other trans- 
port mechanism and includes any information delivery 
media. The term "modulated data signal" means a sig- 
nal that has one or more of its characteristics set or 
changed in such a manner as to encode information in 
the signal. By way of example, and not limitation, com- 
munication media includes wired media such as a wired 
network or direct-wired connection, and wireless media 
such as acoustic, RF, infrared and other wireless media. 
Combinations of the any of the above should also be 
included within the scope of computer readable media. 
[0024] The system memory 130 includes computer 
storage media in the form of volatile and/or nonvolatile 
memory such as read only memory (ROM) 1 31 and ran- 
dom access memory (RAM) 132. A basic input/output 
system 133 (BIOS), containing the basic routines that 
help to transfer information between elements within 
computer 1 1 0, such as during start-up, is typically stored 
in ROM 131. RAM 132 typically contains data and/or 
program modules that are immediately accessible to 
and/or presently being operated on by processing unit 
120. By way of example, and not limitation, Figure 1 il- 
lustrates operating system 134, application programs 
135, other program modules 136, and program data 
137. 

[0025] The computer 110 may also include other re- 
movable/non-removable, volatile/nonvolatile computer 
storage media. By way of example only, Figure 1 illus- 
trates a hard disk drive 1 41 that reads from or writes to 
non-removable, nonvolatile magnetic media, a magnet- 
ic disk drive 151 that reads from or writes to a remova- 
ble, nonvolatile magnetic disk 152, and an optical disk 
drive 1 55 that reads from or writes to a removable, non- 
volatile optical disk 1 56 such as a CD ROM or other op- 
tical media. Other removable/non-removable, volatile/ 
nonvolatile computer storage media that can be used in 
the exemplary operating environment include, but are 
not limited to, magnetic tape cassettes, flash memory 
cards, digital versatile disks, digital video tape, solid 
state RAM, solid state ROM, and the like. The hard disk 
drive 141 is typically connected to the system bus 121 
through a non-removable memory interface such as in- 
terface 140, and magnetic disk drive 151 and optical 
disk drive 1 55 are typically connected to the system bus 
1 21 by a removable memory interface, such as interface 
150. 

[0026] The drives and their associated computer stor- 
age media discussed above and illustrated in Figure 1 , 
provide storage of computer readable instructions, data 
structures, program modules and other data for the 



computer 110. In Figure 1 , for example, hard disk drive 
141 is illustrated as storing operating system 144, ap- 
plication programs 145, other program modules 146, 
and program data 1 47. Note that these components can 
either be the same as or different from operating system 
134, application programs 135, other program modules 
136, and program data 137. Operating system 144, ap- 
plication programs 145, other program modules 146, 
and program data 1 47 are given different numbers here- 
to illustrate that, at a minimum, they are different copies. 
A user may enter commands and information into the 
computer 1 1 0 through input devices such as a keyboard 
162 and pointing device 161, commonly referred to as 
a mouse, trackball or touch pad. Other input devices (not 
shown) may include a microphone, joystick, game pad, 
satellite dish, scanner, network card, or the like. These 
and other input devices are often connected to the 
processing unit 120 through a user input interface 160 
that is coupled to the system bus, but may be connected 
by other interface and bus structures, such as a parallel 
port, game port or a universal serial bus (USB). A mon- 
itor 1 91 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video 
interface 1 90. In addition to the monitor, computers may 
also include other peripheral output devices such as 
speakers 197 and printer 196, which may be connected 
through a output peripheral interface 195. 
[0027] The computer 11 0 may operate in a networked 
environment using logical connections to one or more 
remote computers, such as a remote computer 1 80. The 
remote computer 180 may be another personal compu- 
ter, a server, a router, a network PC, a peer device or 
other common network node, and typically includes 
many or all of the elements described above relative to 
the personal computer 110, although only a memory 
storage device 181 has been illustrated in Figure 1 . The 
logical connections depicted in Figure 1 include a local 
area network (LAN) 1 71 and a wide area network (WAN) 
173, but may also include other networks. Such net- 
working environments are commonplace in offices, en- 
terprise-wide computer networks, intranets and the In- 
ternet. 

[0028] When used in a LAN networking environment, 
the personal computer 1 1 0 is connected to the LAN 1 71 
through a network interface or adapter 170. When used 
in a WAN networking environment, the computer 110 
typically includes a modem 172 or other means for es- 
tablishing communications over the WAN 173, such as 
the Internet. The modem 172, which may be internal or 
external, may be connected to the system bus 121 via 
the user input interface 1 60, or other appropriate mech- 
anism. In a networked environment, program modules 
depicted relative to the personal computer 110, or por- 
tions thereof, may be stored in the remote memory stor- 
age device. By way of example, and not limitation, Fig- 
ure 1 illustrates remote application programs 185 as re- 
siding on memory device 181 . It will be appreciated that 
the network connections shown are exemplary and oth- 
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er means of establishing a communications link be- 
tween the computers may be used. 
[0029] In the description that follows, the invention will 
be described with reference to acts and symbolic repre- 
sentations of operations that are performed by one or 
more computer, unless indicated otherwise. As such, it 
will be understood that such acts and operations, which 
are at times referred to as being computer-executed, in- 
clude the manipulation by the processing unit of the 
computer of electrical signals representing data in a 
structured form. This manipulation transforms the data 
or maintains it at locations in the memory system of the 
computer, which reconfigures or otherwise alters the op- 
eration of the computer in a manner well understood by 
those skilled in the art. The data structures where data 
is maintained are physical locations of the memory that 
have particular properties defined by the format of the 
data. However, while the invention is being described in 
the foregoing context, it is not meant to be limiting as 
those of skill in the art will appreciate that various of the 
acts and operation described hereinafter may also be 
implemented in hardware. 

[0030] In keeping with the intended application of the 
invention, the device 1 1 0 is configured as a wireless mo- 
bile device as illustrated in FIG. 2. To that end, the device 
110 is provided with a portable power source 204, such 
as a battery pack or the like. The power source 204 pro- 
vides power for computations and wireless data trans- 
missions by the device 1 1 0. The wireless computing de- 
vice 110 further includes a network interface card 201 
for wirelessly communicating with different types of 
wireless networks. The network interface card includes 
a transmitter 122, which is coupled to an antenna 206 
for transmitting data wirelessly over a suitable frequency 
channel. A receiver 126 is also coupled to the antenna 
206 for receiving communication packets wirelessly 
transmitted from the networks with which the device is 
communicating. In one embodiment, the network inter- 
face card 201 employs wireless zero configuration 
(WZC) scheme of the IEEE 802.1 1 standard for wireless 
connections to wireless networks, including infrastruc- 
ture networks 230 and ad hoc networks 220. Exemplary 
network interface cards may be in the form of a wireless 
PC Card for use in laptops, may be embodied in add on 
wireless adapters, may be integrated into the device 1 1 0 
such that wireless capability is inherent in the device it- 
self, etc. As discussed above, the network interface card 
201 may include hardware support for multiple wireless 
protocols, or may be a single protocol card. These wire- 
less protocols include 802.11b (Wi-Fi), 802.11a (Wi- 
Fi5), 802. 11g, HomeRF, Bluetooth, Zigbee, UWB, Wire- 
less 1394, Hiperl_AN2, etc. 

[0031] Through the wireless network interface card 
201 , the wireless computing device 1 1 0 may communi- 
cate with different types of wireless networks. For in- 
stance, in the illustrated environment of FIG. 2, the wire- 
less device 110 may be connected wirelessly to an in- 
frastructure network 230 through an access point 231 



thereof. The wireless device 1 1 0 may also be part of a 
peer-to-peer network 220, also referred to as an ad hoc 
network, that includes other wireless devices, such as 
the wireless devices 221 , 222, and 223. Before connect- 
5 ing to either the access point 231 of the infrastructure 
network 230 or to the ad hoc network 220, the wireless 
device 110 may be in a state of searching for an asso- 
ciation by periodically scanning for beacon signals 
transmitted by the access point 231 or other devices 
10 221 , 222, 223. 

[0032] A network driver 208 controls the operation of 
the network interface card 201 . The network driver 208 
is either part of the operating system of the wireless de- 
vice 110 or a separate executable program running on 
15 the wireless device 1 1 0. An exemplary network driver is 
the Windows Management Instrument (WM1) of Micro- 
soft Corporation. The network driver 208 includes a user 
capabilities manager 202 that determines and controls, 
e.g. what wireless protocols are supported and will be 
used by the wireless network interface card 201 , what 
security is supported, etc. This manager 202 may also 
enable the user 21 0 to set user preferences for wireless 
connectivity. 

[0033] The network driver 208 may also provide pow- 
er management for managing the power consumption 
of the network interface card 201 . Such a power man- 
agement system is described in co-pending application 

Serial No. , filed , 

entitled Method And System For Managing Power Con- 
sumption Of A Network Interface Card In A Wireless 
Computing Device, assigned to the assignee of the in- 
stant application, the teachings and disclosure of which 
are hereby incorporated in their entireties by reference 
thereto. A system queue 205 is used to store communi- 
cation packets from a user 210 that are to waiting to be 
sent out by the transmitter 122. The system queue is 
also used to store packets received by the receiver 1 26. 
[0034] While many wireless devices included network 
interface cards that supported only a single wireless pro- 
tocol, as discussed above, many network interface card 
and chip manufacturers are beginning to support multi- 
ple wireless protocols on their products. Indeed, contin- 
ued support for wireless devices currently on the market 
will be required even as newer wireless protocols and 
devices compliant therewith are introduced to the mar- 
ket. Also recognizing that various wireless devices may 
utilize differing wireless protocols, wireless network 
service providers will be motivated to support these var- 
ious protocols to increase the potential client base that 
they may serve. 

[0035] Recognizing these technological advances 
and anticipating the needs introduced thereby, the sys- 
tem of the present invention utilizes the user wireless 
capabilities/preferences manager 202 to facilitate wire- 
less computing between different wireless computing 
devices that may have different capabilities. This man- 
ager 202 utilizes, in one embodiment, a commonly sup- 
ported wireless protocol to establish a control channel 
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as illustrated in FIG. 3 as communication lines 300, 302 
between wireless clients 304, 306. In one embodiment 
the wireless control channel utilizes the 802.11b or Wi- 
Fi standard as the protocol for the control channel. This 
standard is chosen because it is envisioned that a ma- 5 
jority of wireless computing devices will, at a minimum, 
support this basic wireless protocol. In other embodi- 
ments of the present invention, a different wireless pro- 
tocol such as the extremely low cost Zigbee for instance 
may be utilized to establish the control channel. 
[0036] Once the control channel has been estab- 
lished between the two clients 304, 306, including any 
required exchanges of security information, client A then 
sends 308 its wireless capabilities to the other client 
306. This client 306 also sends 310 its wireless capabil- 
ities to client A 304. Since each client in this example 
only shares support for a common wireless protocol, i. 
e. the 802.11b or Wi-Fi protocol, the clients utilize 312 
this common protocol for their data session. However, 
since each client also supports the IEEE 802.1 p packet 
tagging, their data session will utilize .1p tagging. 
[0037] As may be seen, the manager 202 of the 
present invention utilizes the control channel to deter- 
mine the capabilities that are in common between its cli- 
ent and the client or access point with which it wishes 
to establish a data session. In the simplistic example il- 
lustrated in FIG. 3, the two wireless clients 304, 306 only 
shared a single common wireless protocol, and each 
supported 802.1 p tagging. However, if more than one 
common wireless protocol is supported in each wireless 
client, the manager 202 will then need to rely on user 
preferences to determine which of the commonly sup- 
ported protocols should be utilized in the data session. 
[0038] These user preferences will take into account 
many different parameters, including, for example, data 
speed, power consumption, the type of traffic to be 
passed during the wireless session, the cost of commu- 
nicating via the different protocols, preferred service 
provider support, access point conditioning, signal 
strength, etc. Indeed, a wireless user may have various 
profiles that may be activated based on location aware- 
ness when establishing the wireless session. For exam- 
ple, a user may have different user profiles when 
traveling on business as opposed to vacationing for 
pleasure even though the user carries the same wire- 
less device and is traveling through the same airport. 
[0039] When these additional user preferences are 
taken into account by the manager 202, additional ne- 
gotiation between the wireless clients may be required 
before the wireless data session is established. That is, 
once the wireless clients have discovered each other 
and have profiled their capabilities to one another, a ne- 
gotiations phase may be instituted. In one embodiment 
the negotiation takes the form of a request message 314 
from one client 304 to the other client 306 indicating the 
first client's 304 preferences among the various com- 
mon wireless protocols as illustrated in FIG. 4. In re- 
sponse, the client 306 may accept the proposed config- 



uration via an ACK message 31 6, or may not accept the 
suggestion via a NACK 31 8. In this latter case the client 
304 would then choose a different common wireless 
protocol to suggest to the other client 306. Once the cli- 
ent's suggestion 314 is accepted via an ACK message 
316, the wireless data session will be established be- 
tween the clients. 

[0040] Alternatively, the clients may utilize a protocol 
wherein client 306 will respond to the request 314 with 
a response or a NACK 320, to which client 304 will re- 
spond with an ACK or a NACK 322 before the data ses- 
sion may be established as illustrated in FIG. 5. If this 
second protocol is utilized, the response 320 may in- 
clude both the client's capabilities and/or its preferences 
for wireless connectivity. The sending of a NACK 322 
would indicate that client 304 would like to continue ne- 
gotiations before the establishment of the wireless data 
session. 

[0041] As illustrated in FIG. 6, a control message in- 
cludes a control command 324 section and a section for 
the capabilities/preferences parameters 326. 
[0042] In an embodiment of the present invention that 
utilizes a commonly supported wireless protocol to es- 
tablish the control channel, for example, the 802.11b or 
Wi-Fi protocol, there is no need to maintain power to the 
radio transmitter for that protocol once a data session 
has been established utilizing another wireless protocol. 
However, since this protocol is utilized as the control 
channel, control messages between the wireless clients 
cannot be passed unless and until the circuitry that sup- 
ports this control channel protocol is powered. As such, 
FIG. 7 illustrates that periodic activation periods 324 are 
utilized during which the required circuitry for the control 
channel is re-powered and any required control mes- 
sages are passed. As identified in the above-incorpo- 
rated application, the idle periods 326 during which this 
circuitry is not powered may be varied based upon the 
fidelity of the data channel signal, etc. In this way, addi- 
tional power resources are saved as the idle period 326 
is lengthened when the data session is established with 
a strong signal. This idle period 326 may also be short- 
ened if the established wireless data session is not par- 
ticularly that strong so that changes to a different wire- 
less protocol or other required control messages may 
be passed at a greater frequency. 
[0043] However, there may be situations where the 
wireless data session as established may no longer be 
desirable based on a change of sensed conditions at a 
time Ts 328 when the control channel is in an idle state 
326. If the situation occurring at time Ts 328 is such that 
the wireless protocol may be varied during the next ac- 
tivation period 324, such change is effectuated at that 
time. However, recognizing that waiting until the next ac- 
tivation period of the control channel protocol circuitry 
may not always be adequate, an embodiment of the 
present invention utilizes the current data session chan- 
nel to transmit a control message requesting that the 
wireless protocol utilized for the data session be 
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switched to another wireless protocol. Alternatively, this 
control message transmitted via the wireless protocol 
used during the wireless data session may simply re- 
enable the circuitry for the control channel protocol and 
allow the negotiation to take place via that wireless con- 
trol channel. 

[0044] All of the references cited herein, including pat- 
ents, patent applications, and publications, are hereby 
incorporated in their entireties by reference. 
[0045] In view of the many possible embodiments to 
which the principles of this invention may be applied, it 
should be recognized that the embodiment described 
herein with respect to the drawing figures is meant to be 
illustrative only and should not be taken as limiting the 
scope of invention. For example, those of skill in the art 
will recognize that the elements of the illustrated embod- 
iment shown in software may be implemented in hard- 
ware and vice versa or that the illustrated embodiment 
can be modified in arrangement and detail without de- 
parting from the spirit of the invention. Therefore, the 
invention as described herein contemplates all such em- 
bodiments as may come within the scope of the follow- 
ing claims and equivalents thereof. 



Claims 

1. A method of establishing a wireless data session 
between a first wireless device capable of wireless 
communication via at least a first wireless protocol 
and a second wireless device capable of wireless 
communication via at least the first wireless proto- 
col, comprising the steps of: 

establishing a wireless control channel be- 
tween the first and the second wireless devices 
using the first wireless protocol; 
exchanging wireless capability information be- 
tween the fast and the second wireless devices; 
determining common wireless capabilities be- 
tween the first and the second wireless devices; 
and 

establishing a wireless data session utilizing 
the common wireless capabilities between the 
first and the second wireless devices. 

2. The method of claim 1 , wherein the step of deter- 
mining common wireless capabilities reveals that 
the first and the second wireless devices each are 
capable of wireless communication via at least two 
common wireless protocols, further comprising the 
step of negotiating a preferred wireless protocol for 
the wireless data session. 

3. The method of claim 2, wherein the step of negoti- 
ating comprises the steps of: 

transmitting user wireless preferences identify- 



ing a first preferred wireless protocol from the 
first wireless device to the second wireless de- 
vice; 

transmitting an ACK message from the second 
5 wireless device to the first wireless device when 

the first preferred wireless protocol is accepta- 
ble; and 

transmitting a NACK message from the second 
wireless device to the first wireless device when 
1 ° the first preferred wireless protocol is not ac- 

ceptable. 

4. The method of claim 3, further comprising the steps 
of: 

15 

transmitting user wireless preferences identify- 
ing a second preferred wireless protocol from 
the first wireless device to the second wireless 
device; 

transmitting an ACK message from the second 
wireless device to the first wireless device when 
the second preferred wireless protocol is ac- 
ceptable; and 

transmitting a NACK message from the second 
wireless device to the first wireless device when 
the second preferred wireless protocol is not 
acceptable. 

5. The method of claim 2, wherein the step of negoti- 
ating comprises the steps of: 

transmitting a request for user wireless prefer- 
ences from the second wireless device to the 
first wireless device; 

transmitting a response to the request including 
a first preferred wireless protocol from the first 
wireless device to the second wireless device; 
transmitting an ACK message from the second 
wireless device to the first wireless device when 
the first preferred wireless protocol is accepta- 
ble; and 

transmitting a NACK message from the second 
wireless device to the first wireless device when 
the first preferred wireless protocol is not ac- 
ceptable. 

6. The method of claim 2, wherein the preferred wire- 
less protocol for the wireless data session is differ- 
ent than the first wireless protocol used to establish 
the wireless control channel, further comprising the 
steps of: 

idling communication circuitry associated with 
the first wireless protocol; and 
periodically activating the communication cir- 
cuitry associated with the first wireless proto- 
col. 
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7. The method of claim 2, wherein the preferred wire- 
less protocol for the wireless data session is differ- 
ent than the first wireless protocol used to establish 
the wireless control channel, further comprising the 
steps of: 

idling communication circuitry associated with 
the first wireless protocol; and 
exchanging control messages using the pre- 
ferred wireless protocol for the data session. 

8. The method of claim 2, further comprising the step 
of dynamically changing the preferred wireless pro- 
tocol utilized for the wireless data session. 

9. The method of claim 8, wherein the step of dynam- 
ically changing the preferred wireless protocol com- 
prises the steps of: 

transmitting a control message on the wireless 
control channel via the first wireless protocol re- 
questing a change in wireless protocol for the 
wireless data session to a different wireless 
protocol; 

re-establishing the wireless data session using 
the different wireless protocol. 

10. The method of claim 8, wherein the step of dynam- 
ically changing the preferred wireless protocol com- 
prises the steps of: 

transmitting a control message during the wire- 
less data session requesting a change in wire- 
less protocol to a different wireless protocol; 
re-establishing the wireless data session using 
the different wireless protocol. 

11. The method of claim 1 , wherein the step of estab- 
lishing a wireless control channel using the first 
wireless protocol, comprises the step of establish- 
ing a wireless control channel using IEEE 802.11b 
wireless protocol. 

12. A method of establishing a wireless data session 
between a first and a second wireless device, each 
device supporting multiple wireless capabilities, 
comprising the steps of: 

establishing wireless communication between 
the first and the second wireless devices; 
exchanging information identifying each wire- 
less devices' wireless capabilities; 
determining which wireless capabilities are 
common between the first and the second wire- 
less devices; and 

utilizing the common wireless capabilities in the 
wireless data session. 



13. The method of claim 12, wherein the step of estab- 
lishing wireless communication comprises the step 
of establishing wireless communication via IEEE 
802.11b wireless protocol. 

5 

14. The method of claim 12, wherein the step of ex- 
changing information comprises the step of ex- 
changing information identifying which wireless 
protocols each wireless device supports. 

10 

15. The method of claim 12, wherein the step of deter- 
mining which wireless capabilities are common be- 
tween the first and the second wireless devices 
identifies at least two wireless protocols supported 

15 by each wireless device, further comprising the step 
of negotiating which one of the at least two wireless 
protocols will be used in the wireless data session. 

16. The method of claim 15, wherein the step of nego- 
20 tiating comprises the steps of: 

transmitting a suggestion of a preferred wire- 
less protocol from the first to the second wire- 
less device; 

25 transmitting an acceptance of the preferred 

wireless protocol from the second to the first 
wireless device when the suggestion is accept- 
able to the second wireless device; and 
transmitting a non-acceptance of the preferred 
30 wireless protocol from the second to the first 

wireless device when the suggestion is not ac- 
ceptable to the second wireless device. 

17. The method of claim 15, wherein the step of nego- 
35 tiating comprises the steps of 

transmitting a request for a preferred wireless 
protocol from the second wireless device to the 
first wireless device; 
40 transmitting a suggestion of a preferred wire- 

less protocol from the first wireless device to 
the second wireless device in response to the 
request; 

transmitting an acceptance of the preferred 
45 wireless protocol from the second wireless de- 

vice to the first wireless device when the sug- 
gestion is acceptable to the second wireless 
device; and 

transmitting a non-acceptance of the preferred 
so wireless protocol from the second wireless de- 

vice to the first wireless device when the sug- 
gestion is not acceptable to the second wireless 
device. 

55 18. The method of claim 15, wherein the step of estab- 
lishing wireless communication between the first 
and the second wireless devices comprises the 
step of utilizing a first wireless protocol for the wire- 
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less communication, and wherein the step of nego- 
tiating which one of the at least two wireless proto- 
cols will be used in the wireless data session results 
in utilizing a second wireless protocol in the wireless 
data session, further comprising the step of idling 
communication circuitry associated with the first 
wireless protocol to conserve power. 

19. The method of claim 18, further comprising the step 
of periodically activating the communication circuit- 
ry associated with the first wireless protocol. 

20. The method of claim 15, further comprising the 
steps of: 

transmitting a request to change from the one 
wireless protocol used in the wireless data ses- 
sion to another common wireless protocol; and 
re-establishing the wireless data session using 
the another common wireless protocol. 

21. The method of claim 20, wherein the step of trans- 
mitting the request to change from the one wireless 
protocol used in the wireless data session to anoth- 
er common wireless protocol comprises the step of 
transmitting the request utilizing the one wireless 
protocol. 

22. The method of claim 20, wherein the step of estab- 
lishing wireless communication between the first 
and the second wireless devices comprises the 
step of utilizing a first wireless protocol for the wire- 
less communication, wherein the step of negotiat- 
ing which one of the at least two wireless protocols 
will be used in the wireless data session results in 
utilizing a second wireless protocol in the wireless 
data session, and wherein the step of transmitting 
the request to change from the one wireless proto- 
col used in the wireless data session to another 
common wireless protocol comprises the step of 
transmitting the request utilizing the first wireless 
protocol. 
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wireless capabilities supported by the wireless de- 
vice to the wireless network card for transmission 
via the particular wireless protocol. 

25. The wireless device of claim 24, wherein the wire- 
less capabilities manager compares the wireless 
capabilities supported by the wireless device to oth- 
er wireless capabilities provided by the other wire- 
less device to determine common wireless capabil- 
ities. 

26. The wireless device of claim 25, wherein the wire- 
less capabilities manager utilizes user preferences 
to determine which one wireless protocol to utilize 
for communication when at least two wireless pro- 
tocols are determined to be common, the wireless 
capabilities manager thereafter configuring the 
wireless interface to utilize that one wireless proto- 
col. 

27. The wireless device of claim 26, wherein the wire- 
less capabilities manager disables all communica- 
tion circuitry not required to communicate via the 
one wireless protocol. 

28. The wireless device of claim 23, wherein the wire- 
less network interface includes communication cir- 
cuitry adapted to communicate in accordance with 
a plurality of wireless protocols, and wherein the 
wireless capabilities manager disables the commu- 
nication circuitry adapted to communicate in ac- 
cordance with all wireless protocols other than the 
particular wireless protocol used to establish wire- 
less communication with another wireless device. 



23. A wireless device, comprising: 

a wireless network interface including commu- 
nication circuitry adapted to communicate in 
accordance with at least one wireless protocol; 
and 

a network driver including a wireless capabili- 
ties manager, the wireless capabilities manag- 
er configuring the wireless network interface to 
utilize a particular wireless protocol to establish 
wireless communication with another wireless 
device. 
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24. The wireless device of claim 23, wherein the wire- 
less capabilities manager provides information of 
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